Avoiding a Failure of Imagination 2.0: Addressing Future Drone Threats
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After nearly two years of careful research and investigation, the bipartisan 9/11 Commission
released its final report in July 2004, diagnosing four significant government failures that
allowed terrorists to carry out their attacks on September 11, 2001. A lack of interagency
coordination was the first failure. The absence of a comprehensive whole-of-government
strategy to address the threat posed by al-Qaeda was the second failure. Too few resources and
capabilities allocated for counterterrorism produced the third failure. The final failure—a failure
of imagination—came about because officials simply could not conceive of the scope and scale of
the 9/11 terrorist plot.

As in the years and months prior to the September 11 attacks, the nation is sitting at another
critical juncture in history, requiring national leaders to think creatively to interpret conflicting
signals and develop a national plan. No matter who is responsible for each drone sighting along
the East Coast, as well as many others near critical infrastructure and sensitive locations
reported during the last year, including in Washington state, the alarm bells should be loudly
ringing: the threat to the entire homeland posed by drones looms ominously on the horizon. The
government’s drone response lacks coordination and a coherent strategy. The nation also lacks
sufficient capabilities to detect, identify, and track drones. Little imagination is required to
understand what is at stake, as terrorists and foreign actors are already plotting and carrying out
malicious acts using drones.

The nation currently lacks the capability to detect, identify, and track drones operating near
most sensitive sites, like military facilities, and critical infrastructure, let alone across the whole
homeland. Drones are hard to identify and track using traditional radar systems, which were
designed for crewed aircraft that have larger radar cross sections and operate at higher altitudes
than drones. Though radar systems can sometimes detect small objects, they are often
programmed to ignore those detections because they are most likely birds. Drones are also
confused with birds because they behave like them, flying erratically, changing speeds quickly,
and, occasionally, operating in large groups or swarms. Both civilian and military infrastructure
suffer from these same capability deficits, as the war in Ukraine has proven the difficulty of
conventional radar to effectively see and track drones.

That difficulty is reflected by the limitations of the U.S. military early warning infrastructure.
The North American Air Defense Command (NORAD), a joint U.S.-Canadian military
organization, was established in 1958 to protect against external threats emanating from the
Soviet Union. During the Cold War, NORAD focused on identifying and tracking ballistic
missiles and long-range bombers. After 9/11, it began looking at internal threats, such as
hijacked commerecial airliners. None of these threats look like drones, meaning that sensors and
algorithms processing radar data are not optimized for identifying drone threats, just like they
were not previously tuned to detect high-altitude balloons. That several Chinese high-altitude
balloons flying over the United States during the past several years went undetected
demonstrated what a senior military official called a “domain awareness gap.”


https://911commission.gov/report/911Report.pdf
https://www.nbcnews.com/news/us-news/drones-new-jersey-us-sightings-what-know-rcna184367
https://www.wired.com/story/us-military-mystery-drones-response/
https://news.yahoo.com/news/drones-were-seen-over-whatcom-235333274.html
https://www.nbcnews.com/news/us-news/white-supremacist-planned-blow-electricity-station-using-drone-laden-e-rcna178781
https://www.justice.gov/usao-cdca/pr/brentwood-man-arrested-allegedly-flying-drone-over-and-photographing-vandenberg-space
https://www.droneblog.com/drones-on-radar/
https://www.nbcnews.com/politics/national-security/us-military-failed-detect-prior-balloon-threats-top-defense-official-s-rcna69412

As with the federal response that led up to the September 11 attacks, there are several agencies—
with many interagency seams and overlapping responsibilities—that play roles in regulating and
protecting the nation from drone threats. The FAA focuses on flight safety, ensuring that the
over one million legally registered drones operate safely in the nation’s airspace. The
Department of Homeland Security (DHS) has authority to counter drone threats, but only those
that threaten DHS operations and missions, certain events, and other specified special
operations. Currently, the U.S. military is mainly concerned with protecting military sites,
though the NORAD mission includes defense of the entire U.S. and Canadian airspace.
Responsibility for developing and executing a strategy to protect the homeland—the American
people and key infrastructure—from drone threats has fallen through the cracks, as
demonstrated by the convoluted federal response to the East Coast sightings.

There is a window to enact policy and resource changes to retool and reorient the national
response to drone threats which should be seized. There are two main things to be done. The
first one requires investments in systems and infrastructure designed to detect, identify, and
track drones, because the nation needs a better real-time picture of drone activity. The cost for
such infrastructure nationwide, to provide 100 percent risk reduction, is probably too high. A
priority should be placed on systems that can be used to protect critical infrastructure, like
power plants, hospitals, pipelines, and water infrastructure; as well as transportable systems
that can protect widely attended events, like concerts and sports events, that could be terrorist
targets. Efforts also will need to be made to retool algorithms and processing systems that make
sense of radar data so that legacy infrastructure can better distinguish drones.

Secondly, the U.S. government should decide who is responsible for developing a strategy and
approach to defend the homeland from drone threats. That designated organization would need
to develop unified policies and plans for responding to incursions of unauthorized and
unidentified drones near sensitive locations, which should include temporarily sensitive
locations like the Super Bowl or Macy’s Thanksgiving Day Parade. There should also be no
ambiguity about which agency has authority to take a counter drone action to protect American
life and property or hesitation to act, as decisive and timely action could prevent the loss of life
or damage to critical infrastructure in the future.

The government could have been more transparent about what it knew and did not know about
the East Coast drone sightings; but, more importantly, it could be better prepared to address
drone threats in the future. Above all else, the government should urgently take action to reduce
the risk of a future in which lights or buzzing sounds in the night sky over an American city
signal danger. Americans last faced a coordinated air attack on the homeland on September 11,
2001. Rather than four hijacked airplanes, a future attack could look like 400 one-way, low-cost
drones hitting targets simultaneously across the nation. The United States cannot let itself
succumb to a failure of imagination to clearly foresee the future drone threat, as the recent
drone sightings have put our national vulnerabilities in stark relief. The writing is on the wall.
Now is the time for action before it's too late.
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