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• Government is federated – many departments or agencies

• Many have conflicting business models and funding sources

• Under-regulated – some HIPAA, PCI, CJIS, and State requirements

• Inadequate executive commitment

• Long standing sense of entitlement

• Attitude that ‘we’re too small’

• It’s critical infrastructure

In The Public Sector…
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Critical infrastructure 

describes infrastructure

considered essential 

by governments for the 

functioning of a society 

and economy and 

deserving of special 

protection for national 

security.



Sector Risk Management Agencies (SRMAs)

Sector-specific risk management:

• Conducting vulnerability and risk assessments tailored to 

their designated sector. 

• Incident response and preparedness:

• Participating in activities to prepare for and respond to 

incidents affecting critical infrastructure. 

• Information sharing:

• Collaborating with CISA and other partners to share 

intelligence, information, and data about threats and 

vulnerabilities. 

• Guidance development:

• Working with CISA to develop safety and security 

guidelines and best practices for sector owners and 

operators. 
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The “Ecosystem” of Critical Infrastructure Protection



Government Coordinating Councils (GCCs)

• Where sector partners meet with government 

under communication rules governed by the 

U.S. Critical Infrastructure Partnership Advisory 

Council (CIPAC)

Purpose:

• To foster coordination and communication 

between critical private sector entities and 

federal agencies responsible for regulating 

critical infrastructure. 

• Must include a designated federal officer (DFO)
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The “Ecosystem” of Critical Infrastructure Protection

State, Local, Tribal, and Territorial 

Government Coordinating Council



 Sector Coordinating Councils (SCCs)

• SCCs serve as a strategic communication 

and coordination mechanism between 

owners, operators, trade associations, 

suppliers, and the government during 

emerging threats or response and 

recovery operations.

• They also facilitate information-sharing 

capabilities and encourage representative 

sector membership to ensure effective 

collaboration in critical infrastructure 

security and resilience efforts. 
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The “Ecosystem” of Critical Infrastructure Protection

National Protectorate Programs Division



Information Sharing and Analysis Centers (ISACs) 

Key Functions of ISACs

Information Sharing:

• Collecting, analyzing, and disseminating timely, actionable threat 
intelligence and best practices. 

Risk Mitigation:

• Providing tools and resources to help members mitigate risks to 
their infrastructure and operations. 

Resilience and Response:

• Enhancing the sector's overall ability to prevent, respond to, and 
recover from incidents. 

Collaboration:

• Serving as a trusted forum for collaboration and dialogue among 
industry members and with government partners. 
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The “Ecosystem” of Critical Infrastructure Protection
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And Then It Started Falling Apart

This clearly wounds the ecosystem of DHS critical infrastructure 

protection – liaising with critical sectors through their government 

coordinating councils, their sector coordinating councils, and their 

Information Sharing and Analysis Centers (ISACs)



• Moves responsibility for disaster 

management and infrastructure 

protection to state and local 

government

• Contains a long list of policies and 

plans that must now be addressed 

without federal assistance

• No funding is mentioned in the EO

• CISA products and services are all 

in question

• It’s on us.

And This Happened



• SRMAs backed way off

• Rulemaking responsibility unclear

• DOGE: CISA began being stripped of people 

and responsibilities

• MS-ISAC and CIS lose funding

• Information sharing act of 2015 expiring

• SLCGP expiring

• Drop in Medicaid funding for healthcare

• CISA election security efforts deprecated

Other Noteworthy Events
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Some Positive Motion

Washington county auditors and election offices given new cyber security 

system

By providing MS-ISAC membership for all of our county partners, we ensure they have 

continued access to cybersecurity services,” Secretary of State Steve Hobbs said. 

“The federal government is reducing its support for local election security, so we must 

step up as a state to provide these resources.”

Washington county auditors and election offices given new cyber security system | 

FOX 28 Spokane

https://www.fox28spokane.com/washington-county-auditors-and-election-offices-given-new-cyber-security-system/
https://www.fox28spokane.com/washington-county-auditors-and-election-offices-given-new-cyber-security-system/
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Followed By…

House moves ahead with defense bill that includes AI, cyber provisions

Two major amendments that were left on the cutting room floor were proposed by House 

Homeland Security Chair Andrew Garbarino (R-NY) that would have renewed the 2015 

Cybersecurity Information Sharing Act and the State and Local Cybersecurity Grant Program. 

Both efforts, which cleared Garbarino’s panel last week, expire on September 30 

without congressional action.

https://therecord.media/house-passes-defense-policy-bill-ai-cyber

In response to an unfunded mandate, the federal 

government has given state and local governments an 

unfunded mandate
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Extended to November 21?

House lawmakers move to extend two key cyber programs, for now

The measure from the House Appropriations Committee would extend the life of the 2015 

Cybersecurity Information Sharing Act (CISA 2015) and the State and Local Cybersecurity 

Grant Program — both of which are slated to expire September 30 — until November 21.

https://therecord.media/house-lawmakers-move-to-extend-two-cyber-laws

Congress seems to want these programs back. Any bill 

would have to be agreed to by the Senate and signed 

into law by the President

https://therecord.media/house-lawmakers-move-to-extend-two-cyber-laws
https://therecord.media/house-lawmakers-move-to-extend-two-cyber-laws
https://therecord.media/house-lawmakers-move-to-extend-two-cyber-laws
https://therecord.media/house-lawmakers-move-to-extend-two-cyber-laws
https://therecord.media/house-lawmakers-move-to-extend-two-cyber-laws
https://therecord.media/house-lawmakers-move-to-extend-two-cyber-laws
https://therecord.media/house-lawmakers-move-to-extend-two-cyber-laws
https://therecord.media/house-lawmakers-move-to-extend-two-cyber-laws
https://therecord.media/house-lawmakers-move-to-extend-two-cyber-laws
https://therecord.media/house-lawmakers-move-to-extend-two-cyber-laws
https://therecord.media/house-lawmakers-move-to-extend-two-cyber-laws
https://therecord.media/house-lawmakers-move-to-extend-two-cyber-laws
https://therecord.media/house-lawmakers-move-to-extend-two-cyber-laws
https://therecord.media/house-lawmakers-move-to-extend-two-cyber-laws
https://therecord.media/house-lawmakers-move-to-extend-two-cyber-laws


Critical Insight 

Confidential

•  Telemetry across the state geography

• The Albert program is in question

• Election Security – identifying and countering disinformation, monitoring the IT 

exposures of voting systems

• Information sharing and threat communication

• Incident response coalition for significant cyber disruption

• Work force development to “raise the bench strength”

• Regulation to compensate for the dysfunction of Congress

What We Need To Recreate
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TX and CA - regional monitoring and operations center

 WI and MI - volunteer responders

 WA, HI, MT - work force development with PISCES

 NY - regulating sectors

CA – state-level cybersecurity grants

What Are Other States Doing?
With Less Federal Support, States Look to 

Lead in Cyber

Indeed, states are continuing to develop their 

own cybersecurity defenses, with prominent 

new efforts underway this year everywhere 

from Texas to Nevada to New Jersey. Many 

approaches involve states taking an increased 

leadership role and lending direct support to 

localities. [...] For some public officials and 

experts in cybersecurity, however, the 

question is now whether state 

cybersecurity can replace the MS-ISAC.

https://www.govtech.com/security/with-less-

federal-support-states-look-to-lead-in-cyber
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CEMP annex for significant cyber disruption

 Nascent volunteer organizations for incident response

• Washington State Volunteer Incident Response Team (VCIRT)

 Information Sharing Organizations

•  Infragard; PNW Cyber Collective; Cascade STEAM Cyber

 PISCES for statewide monitoring and work force development

 WA State initiative - STIC

 State-level grants

What Are Our Resources in Washington State?



• Provide leadership for an information sharing forum, along and across 
sector boundaries

• Conduct exercises with local governments and critical infrastructure 
providers in the private sector

• Align with regional monitoring efforts for access to statewide cyber 
telemetry and vulnerability exposures

• Support legislative efforts to impose reasonable regulation and a coalition 
of volunteers for incident response

• Fund a state grant program for specific controls

• Consider deterrence options

State



• EMD is leading

• Created under emergency worker program

• Wisconsin is the precedent

• Objective is operating capability mid-2026

• nicholas.mesagno@mil.wa.gov

WA EMD Initiative: Cyber Incident Response Team



• Cross-sector state/federal cybersecurity regulatory review

• Continue to promote no-cost audits from state SAO and watech 

funding requests for enhanced monitoring and response platforms

• Create/support cross-sector response org/team

• Focus on state agencies

• Most local audits will not include penetration testing

Formalize interagency cybersecurity structure



• Additional, non-SLCGP funding through tailored legislative funding 

program, possible programs through Department of Commerce

• Current SLCGP grant requests are being reviewed now, should be 

done by end of month

• State will submit recommended projects to CISA and FEMA

• Awards around the beginning of the year

• Total $3M - next year its $2M

Increased funding for local cyber improvements



• TAG briefed on this, direction is to 'be prepared to’

• Continuing to work existing critical infrastructure cyber relationships 

to enhance state capability

• Would be a virtual SOC for low-resourced organizations

• Not likely to happen with budget shortfall over next 4 years

• Alternate: encourage local governments to report incidents

State threat intelligence and incident response center
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• No-cost cyber monitoring for 
small local governments

• Metadata and IDS alerts are 
routed to the an Academic Cyber 
Range

• Curriculum is consistently applied 
at all PISCES schools

• Students are exposed to “live fire” 
operational experience, SOC 
operations

We Do Have This
• Infrastructure protection, work force development, research

2 4



PISCES Coordination

Curriculum agreements

Currently 15 

Schools

Cyber 

Range
Local 

Governments

Metadata and IDS Alerts

•  Engineering

•  Oversight 

Analysts

•  Technical Comms

•  Management

• Administration

PISCES handles legal agreements, provides community liaison service, manages technology vendors

(1) Public Infrastructure Security Cyber Education System: a 

nonprofit that provides qualified students with curricula and 

supervised experiences to act as entry-level cyber analysts.2 5

PISCES

Statement of Service 

and Provisioning 

Information

Investigation TicketsCommunication & 

Response

Data Access



• Sign up for PISCES monitoring

• Support internships to get experience to entry-level practitioners

• Use available grant funding to address credential abuse, social 

engineering, and vulnerability exploit

• Rescind the policy of de minimus use

Locals



Q/A and Thank You!
mhamilton@lumificyber.com
mkh@pisces-intl.org
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