Critical Infrastructure in 2025: Making the

Samantha Hull, Critical Infrastructure Specialist, Washington
State Emergency Management Division

Samantha is the Critical Infrastructure Resilience Specialist for the
Washington State Emergency Management Division. She also co-
chairs the Washington Cybersecurity Advisory Committee, charged
with communicating critical cybersecurity concerns from leaders
across Washington’s critical infrastructure sectors to advocate for
advancements for local and statewide institutions. She brings 13
years of military leadership in intelligence and data analysis to her
work, and is passionate about connecting stakeholders with
resources and institutionalizing a culture of enhanced cybersecurity
and critical infrastructure resilience throughout the state’s most
important public enterprises.
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surrogate Eastern WA rep

EOC Rep / ESF-14 member during activation
13-year USAF veteran (Intel)

Former small business owner

Fan of efficiency, collaboration, problem
solving & strategic thinking
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Analysis focused on identifying dependencies
Class Descripion  |Example

Class |
Operations depend on material output(s) of, or services provided by other Electricity is transmitted to a commercial
Physical infrastructure through a functional and structural linkage between the inputs and build'ing for functif)ns such as lighting,
¥ outputs of two assets. A commodity produced by, or service provided by one heating, and running computers.
infrastructure is needed as an input by another infrastructure for its operation.
Operations depend on information and data transmitted through the information A SCADA system that monitors and
infrastructure via electronic or informational links. Outputs from the information controls infrastructure processes such as
infrastructure serve as inputs to other infrastructure; the relevant commodity is water treatment.
information.
Operations depend on the local environment, where an event can trigger changes in A joint utility trench containing gas,
the state of operations in multiple infrastructure assets or systems. A geographic electric, and water lines in proximity.

Geographic

dependency occurs when infrastructure assets are in close spatial proximity (e.g., a

joint utility right-of-way.

Operations depend on the state of other infrastructure via connections other than Security and geopolitical factors that

physical, cyber, or geographical. Logical dependency is attributable to human decisions influence the planning and operational

and actions and is not the result of physical or cyber processes. decisions of energy infrastructure owners
and operators.

Logical
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Figure 5: Bottom-up and Top-down Approaches

Table 1: Comparison of Bottom-up and Top-down Approaches

Bottom-Up Approach

Top-Down Approach

e Decentralized o Centfralized

Target data collection at asset level e Target data collection at sector level
e Based on actual operations and conditions ¢ Often based on models and large data sets
e Identify facility-level dependencies and e Identify system-level dependencies and

interdependencies characteristics

interdependencies

e Goes from the specific to the global .

Goes from the global to the specific

Power
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Focus on systems at the sector or sub-sector level
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Prioritization based on criticality

National Critical Infrastructure Prioritization Program (NCIPP)

Level 1 Criteria All sectors except Food and Agriculture: Infrastructure that, if disrupted, could result in at least two of the following consequences:
*  Greater than 5,000 prompt fatalities
*  Greater than $75 billion in first-year economic consequences
*  Mass evacuations with a prolonged absence of greater than 3 months
*  Severe degradation of the nation’s national security capabilities, including intelligence and defense functions, but excluding military facilities

Level 2 Criteria All sectors except Food and Agriculture: Infrastructure that, if disrupted, could result in at least two of the following consequences:
e @Greater than 2,500 prompt fatalities
*  Greater than $25 billion in first-year economic consequences
*  Mass evacuations with a prolonged absence of greater than 1 month
*  Severe degradation of the nation’s national security capabilities, including intelligence and defense functions, but excluding military facilities

Food and Agriculture Sector-Specific Criteria: Infrastructure that meets the following two criteria:

*  Commodity or product contributes greater than $5 billion in economic value added to a state or territory annually (the $5 billion in economic
value added is based on a consecutive three-year average)

*  Commodity or product is distributed to five or more states, territories, or foreign countries

Catastrophic Economic Impacts: Infrastructure that, if disrupted, could result in significant economic impacts. Nominations with an economic impact of at least $50 billion
and less than $150 billion in the first year will be included as Level 2 infrastructure; nominations with an economic impact of $150 billion or more will be included as Level 1
infrastructure. No additional criteria are needed beyond the economic impacts.
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Critical infrastructure data and priorities

National Level Data

State-Specific

Homeland ”

Infrastructure Partner agencies. Event-Specific

Foundation-Level

Data (HIFLD). Infrastructure Dat_a gathered
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unique
circumstances of the
disaster.
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State capability: infrastructure analysis and modeling

 Idaho National Laboratory’s All Hazard Analysis application (now
n WAHA ")

* Geographic and graphical visualizations of infrastructure dependencies and
interdependencies

* Function failure logic/time dependent function failure logic
* Supply chain & hazard impact modeling

e @Goals at the state level

* Inform state plans: TTXs, risk assessments, federal vs local prioritized asset lists

« Usein aresponse to analyze impact to these systems: Real-time scenario build
for restoration priorities

 Shared analysis & modeling capability available to locals for specific use-cases
13
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Potential use-cases:

e Better inform TTXs, emergency plans, etc.
* One-off large scale projects (World Cup 2026..)

* Long term strategic initiatives

* Work into standing analysis of changing critical infrastructure
landscape (ie data center "explosion")

14
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Key Agricultural Nodes — Tri-Cities
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Questions for the audience:

* What are your priorities?

 Who is involved in asset prioritization discussions at your level?

* What do your own GIS teams/agencies do to model
interdependency?

* How can the state assist with your strategic priorities?
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Let's Keep in Touch!
Samantha Hull, WA EMD

Critical Infrastructure Resilience Specialist

samantha.hull@mil.wa.gov

Mr. Canyon Hull, Office Manager
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