From Risk to Readiness: Greating a Sustainabie

Continuity Program
Lily Xu, King County

Lily Xu is the Continuity Program Coordinator for King County. She leads
the county’s Continuity of Operations program, drawing on 17 years of
experience in airport and airline management. She has worked with
major transportation hubs and airlines including Delta, Alaska, and
Virgin, and served on emergency response teams at San Francisco
International Airport. Her approach integrates private sector continuity
with public sector collaboration to enhance operational resilience.
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A DISASTER RECOVERY AND
BUSINESS CONTINUITY PLAN?
| APPLAUD YOUR PROACTIVE
THINKING SMITH BUT THIS FIRM
HAS BEEN IN BUSINESS FOR
23 MILLION YEARS AND
NOTHING’S HAPPENED YET/
I’/LL KEEP THIS ON FILE.




Why is Continuity
Important to King County?

v True North Values

v Safeguard Public Services and
Protect our Employees

v Resilience Across Departments




Continuity Program Components

Evaluation & Plan Reviews Training & Exercise Assistance
0
ih]
Leadership Briefings and 2 Continuity SharePoint Site
Continuity Advisory Group Y
1~
|
Program Documentation COOP Office Hours &

& Tracking One on One Outreach
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Hawe all key elements
of the department
(program manzagers,
facilities, information
Tesource management,
security,
telecommunications,
records management,
public affairs,
EMErgency responss
departments, and
SEnior management,
external partners) been
involved in the
planning process?

N effort nor
recognition of need
of involving all key
elements of the
department.

The department
conducted
preliminary efforts to
identify key elements
in the department
that need to be
inwalved.

King County Evaluation Framework

The department met
with key elements
and discuszed ways
to incorporate them
into the continuity
program, but no
official activities have

taken place.

The department
integrated most, but
not all, of the key
elements into the
department's
continuity planning
affort.

The department
integrated cridcal key
elementsinto the
continuity planning
effort. These partners
are active
participants in
continuity program
achivities.

2018 FEMA
Continuity
Assessment Tool

Other FEMA
Source

2022 EMAP
Standards

2020 King County
Guidelines for
Workforce
Management

OEM Tool

13;14;17

Continuity

FEMA CAT
1.3 - "Has the department developed 2 comprehensive continuity plan?® 10 - "Senior leadership and/or elected officials approved
the comprehensive continuity plan." 10 - The department integrated critical community partners into the continuity planning
effort. These partners are active participants in continuity program activities.

department coordinated with and integrated internal components and offices into the continuity planning
process?" 10 - The department formally coordinated and synchronized continuity plans with other intra-departmental continuity
offices, plans, and programs. These partners are active participants in continuity program activities.
1.7 - "Has the department's senior leadership and/or elected officials supporte
and/or elected officials actively supported and promoted the continuity program and regularly participated in both inter- and

the continuity program?” 10 - Senior leadership
intra-departmental continuity activities.

Continuity Circular

Establish 3 continuity planning team to assist with planning, 25 one person alone cannet develop the continuity plan. Once a
continuity plan is developed, this team can continue to meet periodiczlly to maintain the continuity program, including updating
the plan

and dewelop training and exercises.

CEM Too!
1.2 - "Have all key elements of the department {program managers, facilities, information resource management, security,
telecommunications, records management, public 2ffzirs, emergency response departments, and

Has the department
established a working
group that reviews and
revises the continuity
plan acccording to a
regular, formal
schedule?

No effort or
recognition of need
to identify a review
cycle or establizh 2
wiorking group for
continuity plans and
other documents.

The department
initiated efforts to
establish a review
cycle for the
department's
continuity strategy,
plan, and supporting
documents/agreeme
nts.

The department
reviewed the
continuity strategy,
plan, and supporting
documents on zn ad
hoc basis.

The department
established a forma
schedule and working
Eroup to review and
revise the
department's
continuity strategy,
plan, and supporting
documentsagresme
nts. The department
reviewed the
documents within the
past year, but has not
reviewed annually
owver a multi-year

The department
established a forma
schedule and working
Eroup to review and
revise the
department’s
continuity strategy,
plan, and supporting
dacuments/zgreems
nts. DOCUMENts were
reviewed on at least
an annual basis over
& multi-year period.

Continuity
Circular PE. 11

FEMA CAT

3.3 - "Has thi
formal schedule?" 10 - The department established & formal schedule and working group to review and revise the department's
continuity strategy, plan, and supporting documents,/zgreements. Documents were reviewsd on at least an annual basis overa

epartment established a working group that reviews and revises the continuity plan acccording to a regular,

multi-year period.

Continuity Circular

Continuity Planning Team. The continuity plan impacts the entire organization and requires input from warious offices. The
continuity planning team is comprized of these offices that assists the continuity pragram and planning effort. This team is
described

in more detail in the next bulket.

EMAF
4.4.3 (7) - "The Continuity of Operstions [C00F) Flans for the departments address the following: (7) & maintenance process,
including a method and schedule for evaluation and revision.®




4.4: Continuity Planning and Procedures Rating

the following:

(1) purpose and scope or goals and objectives;

(2) authority;

(3) situation and assumptions;

(4) functional roles and responsibilities for internal
stakeholders and

positions;

(4) functional roles and responsibilities for external
stakeholders and

positions;

(5) logistics support and resource requirements necessary to
implement the Plan;

|(6} concept of operations;

(7) a maintenance process, including a method and schedule
for evaluation and revision.

4.4.4 The Continuity of Operations (COOP) Plan for the department address the
following:

(1) processes and functions that will be continued and
recovered;

(2) essential positions;

(3) lines of succession;

(4) processes that describe how the critical applications and
vital records will be safeguarded

(5) communications resources;

6) priorities for recovery of processes

HB} priorities for recovery of functions

|(6} priorities for recovery of critical applications

(6) priorities for recovery of vital resources;

(7) alternate operating capability.

4.4.6

The department has procedures to implement their
continuity plan.

4.4.7

The department has a maintenance process for the
procedures, including a method and schedule for evaluation
and revision.

4.4.3 The Continuity of Operations (COOP) Plan for the department should address

Organizational Continuity Capability by COOP Element

The COOP plan is divided according to the eleven element areas. Through this format,

an organization can identify its overall progress against the three steps of initiating, building,

and maintaining a continuity capability, as well as idenftify its progress against the COOP elements.
This summarizes the score for each organization by each COOP element.

COOP ELEMENTS Rating (1-5)

Program Management, Plans & Procedures
Essential Functions

Orders of Succession

Delegations of Authority

Communications and Information Systems
Essential Records Management

Alternate Locations

Human Resources

Devolution

Reconstitution
Testing, Training & Exercise

Comprehensive COOP Elements Capability Score
This calculates and provide the comprehensive score for the organization’s COOP
plan elements.

[Comprehensive COOP Plan Elements Capability Score [ 00 1]




Test, Training & Exercise

This Test, Training & Exercise evaluation refers to a comprehensive framework designed to
enhance preparedness, response, and recovery capabilities through a systematic approact
of testing, training, and conducting exerci The TT&E program is a critical component o
continuity efforts to build and maintain a resilient and effective COOP program.

TT&E CAPABILITIES Rating (1-5)

Have all staff members completed continuity awareness
training?

Has the department trained continuity personnel on
continuity plans and strategies?

Has the department conducted testing of alert and
notification procedures?

Has the department conducted testing of activation
procedures?

Has the department conducted testing of accountability
procedures?

Has the department conducted testing of the interoperable
and available communications capabilities that support
identified essential functions?

Has the department conducted testing of critical systems and
equipment and strategies to meet associated recovery time
objectives?

Has the department regularly conducted an annual

department-wide continuity exercise?

Has the organization's continuity program established a
Corrective Action Program (CAP) to track and implement
areas for improvement from tests, training, and exercise
events and real-world activities?

Comprehensive TT&E Capability Score
This calculates and provide the comprehensive score for the organization's
continuity TT&E capability.

Comprehensive TT&E Capability Score




Departmental Continuity Capability by Planning Phase

Within the CAT, there are three sections for evaluation, each of which correspond to the three chapters of the CGC: Getting Started, Building a Capability, and Maintaining a Capability. Each section
includes continuity activities and supporting tasks critical to that chapter. This table summarizes the score for the department against each stage of continuity planning.

Stage of Continuity Planning AVERAGE

Initiating an departmental Continuity Capability. This section examines whether the department has addressed the foundational elements of a continuity plan that will increase the
success of continuity planning and operations.

0.0
0.0
).0

Building an departmental Continuity Capability. This section examines whether the department has built a comprehensive continuity plan.

Maintaining an departmental Continuity Capability. This section examines whether the department is maintaining a viable continuity capability and maturing its continuity program -
and plan. 0

Comprehensive Continuity Capability Score
This calculates and provide the comprehensive score for the organization’s continuity capability taken from each stage of continuity planning.

Comprehensive Continuity Capability Score




Plan Revision Cycle Management

Year 1: Complete Review

Departments submit their full continuity plans for
comprehensive evaluation against King County Continuity
Framework.

Year 3: Validation

Plans undergo functional testing through exercises to validate
effectiveness. Final adjustments are made based on exercise
results and emerging best practices. Preparations begin for
next cycle's comprehensive review.

1

Year 2: Targeted Updates

Departments address specific areas identified during Year 1
review. Focus is placed on corrective actions and incorporating
lessons learned from exercises and real-world activations.
Required annual updates are completed.

This three-year submission cycle balances thoroughness with practicality, ensuring plans remain current without overwhelming department resources.
The screening process evaluates alignment with federal continuity directives while accommodating local operational requirements and constraints.



Department Formal Review Schedule

Month 1-3 Month 4-6 Month 7-9

Continuity Plan Submission
Initial Screening
Review and Evaluation

Communication of
Results

Corrective
Action Process

Annual updates



A
Does the COOP include the
, following?

P POCteam
) Director sign-off
) Activation Procedures
_ Activation Triggers

Activation Autharity

Identificstion of E:

Does the COOP include the following? Last update: August 12, 2025

Update schadule

Mt aid

Return 1o normal operations

Transfer of functions

Ex

2ms Lestng

Training

Labor Consid erations

sonable accommodations

=abi

tective measures

grnmunication

ker notification

Data Dashboards S———

Wital reconds details
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Test, Train & Exercise Program

Available Resources Training:

» Customizable drill templates NeoGov COOP and COG awareness videos

« Comprehensive tabletop and * Recorded COOP presentations/trainings
» functional exercise packages
* King County COOP Program Base Document

» Worksheets and templates
* Guide to Test, Training, and Exercise Programs for COOP

« COOP PowerPoint Deck Plans and Capabilities Annex

Our Test, Train & Exercise (TT&E) program follows a progressive approach, starting with basic awareness training
and advancing to complex functional exercises. Each department customizes their TT&E schedule based on their
mission-critical functions and available resources, while maintaining compliance with county-wide standards.



Continuity Advisory Group (through EMCC)

fg@ Coordination

The Continuity Advisory Group operates through the Emergency
Management Coordinating Committee (EMCC), providing
centralized COOP coordination across all departments to ensure
consistency and resource optimization.

o O
<) Interdependency Management
(|

Department subject matter experts are invited to present on their
essential functions so we can identify and manage critical

interdependencies between departments and external partners.

(o

Training and Development Support

All COOP trainings are delivered through EMCC with quarterly
workshops held on COOP topics such as PACE planning,
exercise development, and reconstitution planning. Members
can share expertise and lessons learned from continuity
incidents.

COOP Office Hours

Set forth designated times when | can assist our COOP
coordinators with answering any question related to continuity
planning. Anyone can attend and contribute, or just listen in.

EMCC meets monthly to foster a collaborative information-sharing environment and ensure emergency and continuity planning remains a priority

across all departments. This peer-support model has proven particularly effective at maintaining momentum and engagement with the COOP

program.



i SharePoint

k¢  King County Continuity of Operations

Welcome to King County’s Continuity
SharePoint

This site will serve as centralized storage for department
and division continuity plans, procedures, contact lists,
and other critical documents related to King County's
continuity of operations program.

Continuity
SharePoint
Site

Important Links

B s
T
e EOC 107

Continuity of Operations




Continuity SharePoint Resources

Department Continuity of Operation Plans (Protected)

King County Continuity Plan Evaluation Framework

King County Continuity of Operations Planning Model

King County Continuity Program Document

Continuity Worksheets and Templates



COOP SharePoint Resources

Continuity Work from Home Checkilist

Continuity of Operations Onboarding Letter for New Employees

Continuity of Operations New Leadership Letter

King County Continuity Process Flowchart

COOP Coordinator Contacts



Continuity SharePoint Resources

Recorded Continuity Trainings

Recorded Continuity Workshops

Training Exercise Packages

FEMA Resources



EOC 1017

Continuity of Operations

EOC 1017

Continuity of Government

NEOGOV EOC 101 Videos

Continuity of Operations and
Continuity of Government Videos

These professionally produced video resources
are available through our NEOGOV learning
management system and online, allowing for
tracked completion and verification of

training requirements.



What is coming for later?

Alternate Site Status Dashboard with Map

Department & Division Status Dashboard

County-wide Continuity Drills

Division Continuity Plans



What We've Learned

Adopt a county-wide COOP Fuel continuity through Data drives progress Practice is power
policy and remain consistent collaboration and touchpoints



What We've Learned

Get it into code, or mandated Break it up into chunks Prioritize! Involve legal, HR, IT from the
beginning



Contact:
Lily Xu

Continuity of Operations Program
Coordinator

KC.Continuity@kingcounty.gov

King County

Emergency Management
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